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ABSTRACT 
 

The Internet of Things (IoT) has revolutionized the way we interact with our surroundings. As the 
number of IoT devices continues to increase, along with limited resources and diverse technologies, 
the risk of security attacks increases. Therefore, it is important to integrate security measures 
throughout the development process and system architecture. However, it is crucial to continually 
assess and update security measures to avoid emerging threats and ensure the confidentiality, 
integrity, and availability of IoT systems. This study aims to explore security issues in the IoT, 
highlighting the associated challenges. It examines various threats, attacks, and vulnerabilities that 
arise within a three-layer architecture and discusses potential solutions to enhance security in each 
layer. By addressing these concerns, it is possible to establish a secure and reliable foundation for 
expanding IoT systems. 
 

 

Keywords: Internet of things; security issues; attacks; countermeasures; layer architecture; privacy. 
 

1. INTRODUCTION 
 

In the 21st century, the Internet of Things (IoT) 
has become one of the most important 

technologies. It connects billions of things around 
the world, enabling communication between 
everyone and everything. According to [1], the 
director of MIT, the phrase "Internet of Things" 
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originally coined by him in 1999. This phrase is 
used to reflect his vision of connecting different 
electronic devices through a network, where 
every electronic device is tagged with the data 
corresponding to it. 
 
IoT is described as an interaction between the 
physical and digital worlds that employs several 
types of sensors and actuators [2]. IoT is 
described in [3] as a paradigm in which 
networking and computing capabilities are 
integrated into various objects. The fundamental 
concept of this advanced technology is to 
connect devices through the Internet for 
automation purposes and to collaborate to 
perform complex tasks that require a high level of 
intelligence and connectivity. The authors of [4] 
believe that the IoT is a combination of different 
technologies that work together, including 
specialized actuators, sensors, processors, and 
transceivers that collect, analyze, and process 
information to provide accurate results to users. 
In IoT, with every "object" connected, there is a 
risk of significant security threats targeting the 
service and data. 
 
Security has recently become the most important 
concern in the development of the IoT. In 
general, the IoT is a complex system that 
incorporates various heterogeneous devices, 
networks, and applications, making it challenging 
to establish a reliable system. Moreover, the use 
of technologies such as RFID, sensors, 
embedded systems, and nanotechnology further 
complicates the task of ensuring data security in 
the IoT. Therefore, security vulnerabilities can 
have disastrous consequences with the 
widespread implementation of IoT, which is            
used in many fields such as environmental 
monitoring, home automation, transportation, and 
healthcare. 
 
Therefore, IoT appliances affect our daily lives in 
several ways. These IoT appliances are exposed 
to security threats, which are the biggest 
concerns of the Internet of Things (IoT). 
Cybersecurity and privacy risks are the main 
concerns in today's world, especially with the rise 
of heterogeneous technologies and large 
amounts of heterogeneous data that are difficult 
to manage [5]. These risks may cause massive 
damage, such as the loss of important data. Due 
to the limited resources of IoT devices, 
lightweight algorithms are usually the preferred 
way to balance greater security with the lower 
capabilities of IoT systems. According to [6], 
among the multiple security challenges that must 

be overcome, it is necessary to address the 
following: 
 

• Data Security and Privacy 
 

It is important to secure and hide data to prevent 
theft and unauthorized access by hackers, while 
also ensuring that data can be transmitted 
seamlessly. 
 

• Technical Concern and Common 
Standards 

 
IoT devices can generate a large amount of data. 
It is challenging to store, secure, and analyze 
data. As the number of devices increased, the 
amount of traffic generated also increased. 
Consequently, the network should be able to 
manage a high density of devices and a large 
volume of traffic. The system should also be able 
to distinguish between permitted and rogue 
devices [7]. Moreover, there are several 
standards for IoT devices and many IoT 
companies. However, there is no industry-wide 
acceptance of a unified standard, which is a 
significant challenge [6]. Therefore, the most 
challenging factor is connecting authorized and 
unauthorized devices while there is a lack of 
unified standards. 
 

• Security attacks and System 
Vulnerability 

 
Security in IoT systems focuses on different 
security challenges, such as how to design 
guidelines for the security of a network and 
different security frameworks. IoT applications 
require application security and network security 
to secure IoT communication networks to 
connect different IoT devices [8]. 
 

• Social and Legal Concerns 
 

It is impossible to address these social and legal 
concerns using a single mechanism. However, it 
is likely that users will choose various 
applications, and each application will have a 
large number of users. Therefore, it is crucial that 
a proper authentication mechanism is 
implemented to prevent illegal users from 
entering the system and taking control of the 
devices. 
 

As the number of users utilizing IoT devices 
continues to increase, the probability of a 
cyberattack also increases. This is compounded 
by the fact that IoT devices often have limited 
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resources and employ diverse technologies that 
can introduce security vulnerabilities to the entire 
IoT system. To address these concerns 
effectively, security must be incorporated 
throughout the development process and the 
system architecture. It should also be maintained 
on an ongoing basis to ensure the confidentiality, 
integrity, and availability of IoT systems. 
Therefore, it is crucial to view an IoT system as 
an entity, where security should be considered 
as a chain, with the weakest link potentially 
compromising the entire system. Consequently, 
several studies have been conducted to examine 
various attacks and vulnerabilities, along with 
mitigation strategies specific to each layer of the 
architecture. However, limited research has been 
conducted to develop a comprehensive 
understanding of security issues and 
countermeasures across all layers of the IoT 
architecture in a cohesive manner. To address 
this gap, it is necessary to gain a more 
comprehensive understanding of the security 
challenges present in each layer of the IoT 
architecture as a complete system. Filling this 
research gap is crucial for establishing a stronger 
and more robust security framework for IoT 
systems by focusing on the complementary 
nature of these layers. To fill this gap, the 
present study focuses on addressing the               
primary question, "What are the security 
challenges encountered within each layer of              
the IoT architecture and what are the 
corresponding countermeasures to address them 
effectively?" 
 
This study aimed to explore the security 
challenges associated with the three-layer 
architecture of IoT systems. It seeks to identify 
vulnerabilities and potential threats that can 
compromise the security of the entire IoT system. 
In addition, it explores possible mitigation 
strategies to overcome these vulnerabilities and 
potential threats. By addressing this research 
question, this study can develop a 
comprehensive understanding of the security 
issues across all layers of the IoT architecture 
and subsequently propose effective measures to 
establish a stronger and more robust security 
framework for IoT systems. The contribution of 
this research is to explore the security challenges 
and countermeasures specifically related to the 
three-layer architecture of IoT systems. 
Therefore, this research attempts to fill this gap 
by providing a comprehensive understanding of 
security issues and countermeasures across all 
layers of the IoT architecture. These 
contributions can significantly enhance the 

overall security and privacy of IoT systems, 
enabling the deployment of IoT systems with 
confidence in different scenarios in which 
security and privacy are highly significant and 
prioritized. 
 
The main sections of this paper are as follows: 
Chapter (2) discusses different security principles 
that need to be implemented to ensure that 
people, software, processes, and things 
communicate safely. Chapter (3) discusses the 
basic architecture of the IoT. Chapter (4) 
describes some common security attacks that 
affect the perception layer and their 
countermeasures. Chapter (5) discusses 
different security attacks and countermeasures 
facing the network layer. Finally, Chapter (6) 
explains the various security attacks that affect 
the application layer and their countermeasures. 
 

2. SECURITY ISSUES OF THE IOT 
 

In IoT, several smart devices are connected to 
each other through the Internet to provide 
different services for everyone, which has a 
significant impact on our daily lives. However, 
there are many limitations and restrictions 
associated with the IoT, including components 
and devices, computation, and power resources. 
In addition, IoT systems are subject to privacy 
and security concerns, including integrity, 
confidentiality, availability, and authenticity. The 
following security principles should be 
implemented to ensure safe communication 
between people, software, processes, and 
things. 

 

2.1 Integrity 
 

Integrity must be ensured to ensure the validity of 
the data. Integrity refers to the protection of 
information from cybercriminals and external 
interference during data transmission and 
storage. The IoT is based on data exchanged 
between different devices. Data integrity 
algorithms are important for preventing data 
alterations [5]. According to [9], data integrity is 
achieved through error detection methods such 
as checksum and cyclic redundancy checks, as 
well as the continuous syncing of data for backup 
purposes and version control. Another study by 
[10] considered that Secure Hash Algorithms 
(SHA) are important mechanisms for ensuring 
the integrity of data. However, due to the 
characteristic nature of IoT nodes, authors 
believe that the use of firewalls and protocols 
does not ensure the security of data traffic at the 
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endpoints. In IoT, integrity can be enforced by 
maintaining end-to-end security to ensure 
accuracy and prevent tampering [11]. 

 
2.2 Confidentiality 
 
Confidentiality is a critical security feature in the 
IoT. Confidentiality refers to ensuring that 
sensitive information is kept private and only 
accessible and controlled by authorized and 
authenticated individuals throughout the process. 
Sensitive information can include company 
information, security accreditations, patient data, 
or military information. Data confidentiality can be 
achieved through mechanisms such as data 
encryption and access control [5]. In [10], it was 
stated that there are different cryptographic 
algorithms, including symmetric key algorithms 
such as the advanced encryption standard 
(AES), which ensures the confidentiality of data, 
in addition to using Rivest Shamir Adelman 
(RSA) as an asymmetric algorithm for digital 
signatures and key exchanges. Therefore, data 
collected by a computer or sensor should never 
be sent to other devices unless properly 
encrypted to prevent malicious actors from 
accessing it, followed by a verification process 
[12]. However, these algorithms consume more 
battery and CPU power [10,13]. Different 
mechanisms for achieving confidentiality were 
suggested by [9], such as two-step and biometric 
verification and user awareness of data 
management mechanisms. 
 

2.3 Availability 
 

It is essential to have immediate access to 
authorized parties' information resources during 
normal conditions as well as in the event of a 
disaster [5]. Therefore, the system should 
automatically recover in the event of a crash. 
Nevertheless, data is not the only component of 
the IoT; devices and services must also be 
available when needed in a timely manner to 
meet IoT expectations. Data availability can be 
compromised by attacks, such as DoS                  
attacks. Various mechanisms are used to 
maintain availability, including firewalls, intrusion 
detection systems, and redundancy techniques 
[9]. 
 

2.4 Authentication and Authorization 
 

Cybersecurity relies heavily on authentication 
and authorization in the IoT. Authentication 
involves identifying the device, and authorization 
involves granting permission. While the IoT 

connects different smart devices, the ability to 
recognize these devices is crucial because 
malicious devices may misuse IoT networks 
through spoofing [9]. Each device must be able 
to identify and authenticate other devices; 
however, this can be a challenge because of the 
involvement of many entities and the need to 
interact with unknown devices. Consequently, 
mutual authentication is required for every 
interaction in the IoT [11]. 

 
3. KEY ROLE OF IOT LAYER 
 
For a system to be secure, security must be 
incorporated into its entire development process 
and architecture. The strong security of the IoT 
architecture is increasingly important for 
supporting and managing IoT systems. 
Therefore, automated and smart systems can be 
realized using a well-developed IoT device 
architecture. IoT devices are integrated into 
complicated systems to gather and analyze data 
and produce useful outputs. However, no single 
architecture exists for all IoT systems. In general, 
the complexity of IoT systems depends on the 
tasks that must be addressed. Therefore, it is 
vital to know the IoT architecture layers to create 
a system that meets all the requirements and the 
maximum security requirements. The primary 
basic architecture introduced in the early stages 
of research in the area of IoT is a three-layer 
architecture [14]. This architecture comprises 
three layers: Perception, Network, and 
Application. Each proposed layer is defined to 
perform specific functions. The perception layer 
includes different edge devices and sensors that 
interact with the environment. The network layer 
attempts to connect these devices over the 
Internet to the application layer. The received 
data is processed using specialized services in 
the application layer. 

 
3.1 Perception Layer 
 
Sometimes, it is known as the sensor layer or the 
physical layer. It implies all types of sensors and 
a wide range of endpoint devices that can send 
and receive information about the environment, 
such as temperature, sound, light intensity, etc. 
This data can be preprocessed before sending to 
the network layer [9]. Perception devices can 
range from simple sensors to complex systems 
such as industrial control systems and medical 
devices. The perception layer is the lowest layer 
of the IoT architecture; however, it is considered 
one of the most sensitive layers. 
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3.2 Network Layer 
 
A network layer connects all things, network 
devices, and servers. It manages all data 
transmissions between nodes in the network 
using different protocols. The network layer plays 
an essential role in intelligent event management 
and processing in the IoT by allowing the sharing 
of sensor data with connected objects. By acting 
as a bridge between the perception and 
application layers, it facilitates communication 
between them. There are several network 
technologies commonly used today with IoT, 
such as Wi-Fi, Bluetooth, 3G/LTE, Zigbee, Lora, 
and others [9]. 
 

3.3 Application Layer 
 
In an IoT architecture, the application layer 
represents the final layer and provides 
community service. This layer generally ensures 
the integrity, confidentiality, and authenticity of 
the data [12]. The application layer provides 
users with an application-specific service. It is 
responsible for providing the customer with 
software resources. It is what the user interacts 
with, so application layers connect applications 
and end clients, allowing them to communicate. It 
defines different applications in which IoT can be 
deployed. These applications can be, for 
example, a smart home implementation or smart 
health. In this layer, end users can interact with 
all the connected devices. 
 

4. SECURITY ATTACKS OF EACH IOT 
LAYER  

 
One of the most important challenges for 
convincing users to adopt IoT technology is the 
protection of data and privacy. There are no 
specific solutions for IoT security that can be 
implemented at each layer [5]. Thus, the IoT 
system must be viewed as an entire system, and 
security is viewed as a chain, with the weakest 
link making the system insecure. When a system 
is designed and architected, security solutions 
across different layers must have some 
cooperation, which will help to overcome 
heterogeneous integration issues. Therefore, it is 
important to understand the possible threats and 
attacks on the system in order to add appropriate 
defenses. 
 

4.1 Perception Layer 
 

The perception layer is regarded as one of the 
most sensitive layers. It is the main target of 

attackers since several hardware components 
operate to collect information from an object, 
such as RFID, GPS, 2-D bar codes, sensors, and 
wireless sensor networks, etc. [15]. Depending 
on the requirements of the system, these 
components are selected to identify physical 
objects, collect and exchange information, and 
receive directions from the users. A variety of 
attacks can be applied to these parts, such as 
jamming, tampering, capturing nodes, etc. 
Attackers attempt to damage IoT devices. This 
type of attack is called a physical attack. 
Therefore, preventing unauthorized access and 
taking privacy measures are important. 
 
In a study by [16], the authors emphasized the 
significance of preventing attackers from 
accessing objects of IoT perception to prevent 
physical damage or unintended changes in their 
operations. This ensures the integrity of the data 
as well as the confidentiality of the data. 
However, perception devices may still be 
vulnerable to various threats because 
technological heterogeneity makes it difficult to 
use only one type of security technology because 
perceptual environments are often open. The 
following are some common security attacks that 
affect the perception layer: 
 
4.1.1 Jamming attacks 
 
This denial-of-service attack is common among 
wireless IoT devices. As part of the attack, an 
attacker uses a jammer device that uses radio 
frequency (RF) to disrupt the signal between 
nodes, particularly when using wireless sensor 
networks. RF signals are transmitted at the same 
frequency as the targeted device, so the attacker 
can effectively block or overwhelm the 
communication between the two devices [17]. 
Therefore, the jamming attack interferes with the 
operation of the network in a way that makes 
users unable to use it [18]. To launch this type of 
attack, the attacker can bypass the protocols of 
the physical layers or emit a radio signal to 
scramble a particular channel until it runs out of 
energy. According to the ontology created by [19], 
jamming aims to disrupt a node's signal and will 
have varying impacts depending on the type, 
location, noise power, and type of jammer. 
 

• Countermeasures 
 
Different solutions have been proposed to protect 
against jamming attacks. Spread-spectrum 
communication techniques such as FHSS can be 
used to make it harder for attackers to locate and 



 
 
 
 

Khalaifat; Asian J. Res. Com. Sci., vol. 17, no. 4, pp. 1-18, 2024; Article no.AJRCOS.112490 
 
 

 
6 
 

jam targeted devices [19]. This technique is 
considered complex and expensive since it uses 
complicated processing to switch between 
sensors due to the limited number of sensors 
that can switch efficiently between different 
frequencies. While channel surfing, priority 
messages, and spatial retreat are possible 
mitigations suggested by [8]. A cross-layer 
security mechanism called ‘Swarm Intelligence’ 
discussed by [20]. This mechanism predicts 
traffic patterns and detects malicious nodes to 
route information to alternative routes while 
maintaining network performance during 
jamming attacks. However, this mechanism may 
cause redundancy in the routing path and then 
denial of service resilience. 
 

Two complementary methods are proposed by 
the author [21] to deal with jamming attacks. The 
first method is to use channel surfing or spatial 
retreat to avoid interference. A second method 
involves competing with jammers to achieve 
communication when jammers are present 
through frequency-hopping modulation or 
mapping of blocked regions of the sensor 
network. The attacker faces a greater challenge 
since he must know the frequency to jam it. 
However, collision risk may increase. 
 

A mechanism proposed by [22] reduces the 
impact of jamming by detecting the signal and 
adjusting the authentication control threshold. 
However, physical layer authentication can be 
improved by ML-based learning methods since 
traditional authentication methods used for 
physical security are not sufficient due to the 
exact control threshold value used to detect 
unwanted signals [23]. A channel coordination 
protocol, SimpleMAC, has been developed by 
[24] that mitigates the effects of jamming with 
channel coordination. The SimpleMAC protocol 
utilizes a combination of the Simple Transmitter 
Strategy and Simple Signaling Scheme, which 
include a random backoff, frequency hopping, 
and carrier-sensing mechanisms. Combining 
these mechanisms increases the probability of 
successful transmission and reduces jamming 
attacks and collisions. 
 

4.1.2 Tampering attacks 
 
The tampering attack is considered one of the 
most famous physical attacks, focusing on the 
hardware components of the IoT system that 
usually operate in external or internal 
environments [5]. The attacker gains direct 
access to the physical components of a system 
through hub alteration or malicious code injection 

[8]. Alteration of the hub involves denial of 
access, altering sensitive information, or physical 
replacement of hardware, while injection of 
malicious code allows access to a node of the 
IoT system [5]. The hardware components can 
be damaged by altering the model; this will 
prevent them from communicating electronically 
with other sensors. Therefore, an attacker can 
replace or inject components and nodes as a 
form of tampering. By obtaining complete control 
of these components, the attacker aims to extract 
sensitive data and make the components 
unresponsive [23]. Usually, this sensitive 
information can be cryptographic keys, a routing 
table, or any sensitive data [10]. Tampering 
attacks may be classified into two categories: 
invasive attacks that require access to hardware 
components like chips, which require expensive 
equipment, and non-invasive attacks that take 
little time or effort and are easier to perform          
[19]. 
 

• Countermeasures 
 

Tamper-resistant packaging is recommended by 
[13]. It is a complementary combination of 
physical security and logical security to prevent 
all attempts at tampering. The purpose of 
physical security is to ensure that the physical 
computing system is protected by placing a 
barrier to prevent unauthorized physical access 
to the system, while the purpose of logical 
security is to identify, authenticate, or control the 
access of users [25]. 
 

The author of [26] suggests that blockchain 
technology provides the key to data security and 
prevents tampering attacks by using a distributed 
and decentralized ledger to secure data and 
transactions between IoT devices, making it 
difficult for attackers to manipulate data. IoT 
access control mechanism with tamper-evident 
and inner product encryption based on 
blockchain proposed by [27] to prevent 
unauthorized access to IoT devices and the data 
collected. In this mechanism, access control can 
be fine-grained, policies can be completely 
hidden, and data is securely stored. 
 

Multiple solutions suggested by [19] to prevent all 
tampering attacks, such as disabling the JTAG 
interface and using secure passwords for 
bootstrap loaders, can prevent unauthorized 
access to device hardware and firmware. A 
tamper-proofing and hiding method against a 
tampering attack was suggested by [8]. To 
mitigate tampering, [28] recommends enabling 
the usual firmware updates for devices. 
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4.1.3 Fake nodes 
 
Also known as "malicious nodes,". It is a harmful 
attack on IoT's perception layer since its ability to 
disrupt networks, lose data, and violate privacy 
[29]. These fake nodes can be used to carry out 
various types of attacks, such as eavesdropping, 
data manipulation, or disrupting communication 
within the network and other nodes [15]. During 
the attack, attackers add a node; then the 
attacker can inject malicious data into the IoT 
system through the fake node in the network to 
prevent it from transmitting real information and 
causing the device to consume more energy [10]. 
Fake nodes could have an effect on the network 
layer by altering the route path and ultimately 
causing the system to be infected [18]. 
 

• Countermeasures 
 
Securing the routing table is important to prevent 
malicious nodes from manipulating the routing 
table, and using whitelist and blacklist methods 
can be effective in eliminating fake nodes. All 
valid nodes are included in a whitelist, and all 
malicious nodes are in a blacklist [30]. To 
minimize the impact of fake nodes, it is important 
to remove them when detected. Embedding 
isolation and blacklisting of malicious nodes in 
the RPL protocol is essential to prevent malicious 
nodes from participating in the network and 
enhance IoT security [31]. Usually, maintaining a 
whitelist is easier, but large networks are better 
managed with blacklists. [29] proposes a method 
to detect malicious nodes in IoT networks using 
an online learning algorithm. The method 
involves calculating the credibility of each path 
on the network, modeling the reputation of the 
path, and detecting malicious nodes using a 
clustering algorithm. The authors show that the 
proposed method can detect malicious nodes 
with good stability. 
 
The authors [10] emphasize the importance of 
secure device authentication and access control 
for the security of the IoT. Authors suggest 
various methods, including passwords, PKIs, and 
biometrics, to achieve this. The nodes should 
authenticate each other before communicating to 
prevent false node attacks and unauthorized 
access to sensitive information. While 
authentication is crucial in small networks, more 
efficient mechanisms were recommended for 
handling large numbers of IoT devices. As 
explained by [5], distributed environments are 
difficult to authenticate in, making it easy for 

malicious nodes to use fake identities for 
malicious or collusive purposes. 
 
An artificial neural network (ANN) is suggested 
by [32] to detect malicious nodes in IoT networks 
by using the network to analyze node behavior, 
communication patterns, and network status to 
identify potential malicious activity, aiming to 
protect the IoT network from potential 
cyberattacks. 
 
4.1.4 Timing attack 
 
The timing attack is another confidential and 
threatening attack [11]. Based on a study by [15], 
this type of attack depends on the machine's 
processing power. Analyzing IoT device 
response times and identifying patterns of   
device behavior is critical for attackers.                
Also, attackers use information such as                 
time consumption and the power consumed by 
sensor nodes to attack encryption mechanisms 
[10]. 
 
The majority of IoT devices can perform on-
device processing, including data format 
conversion and data validation. Therefore, it is 
essential to enable IoT devices to perform secure 
and powerful processing with low power 
consumption [18]. Another type of timing attack 
that exploits information leaked through timing 
measurements of a system's activities is called a 
timing-based side-channel attack [33]. It enables 
an attacker to explore a device's vulnerabilities 
and extract secrets to use in his attack when it 
has weak computing capabilities and takes a 
long time to respond. 
 

• Countermeasures 
 
The fact that some devices provide on-device 
processing makes it imperative to evaluate 
source code against timing attacks. A study by 
[34] suggested the implementation of 
countermeasures in the form of software code 
since non-constant time functions, conditional 
operations, and cache access can cause timing 
leaks when implemented on a processor, which 
enables attackers to understand system 
timestamps. Moreover, cryptographic algorithms, 
when implemented on real systems, are 
vulnerable to timing side-channel attacks based 
on their execution behavior and on-device 
processing. This can cause timing leaks that can 
be exploited by attackers to understand system 
timestamps [35]. 
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FISHER is suggested as a defense mechanism 
against timing-based side-channel attacks on        
IoT devices [36]. The objective is to minimize 
timing-based side-channel leaks by masking                    
the device's reactive behavior and the system's 
timestamps. FISHER works by analyzing                   
time stamps to identify leakages and 
implementing specific rules to disguise the 
behavior of IoT devices by inserting delays                
and generating fake packets with the aim of 
hiding the original traffic patterns from               
attacks. 

 
4.1.5 Collision 

 
Collisions can occur in various scenarios within 
IoT deployments. The attacker sends his own 
signal while the legitimate node transmits data to 
interfere with it, which can cause                            
packet collisions between the two nodes 
transmitting at the same frequency. Moreover, 
conflicts can result if attackers tamper with 
important information, which leads to devices 
accidentally using the same address or               
identifier. 

 
• Countermeasures 

 
Based on [19], all defenses used against 
jamming attacks are also applicable to collision 
attacks. As noted earlier, [22] proposes a 
mechanism to reduce jamming's impact. 
According to their proposed mechanisms, 
management queue size and network size can 
accurately predict the frame collision probability 
caused by jamming attacks. Authors believe that 
when the network size is below the maximum 
management queue size, the frame collision 
probability stays low. However, as soon as the 
size of the network exceeds it, the collision 
probability increases significantly. According to 
[8], error correction codes are an efficient method 
to deal with collisions. 

 
Time Division Multiple Access and Frequency 
Division Multiple Access approaches are 
proposed to prevent collisions. Time Division 
Multiple Access allows all groups to transmit 
sequentially, while a second solution uses 
Frequency Division Multiple Access, which 
transmits all groups in parallel and at a different 
frequency for each group [37]. To achieve both 
inter-channel parallelism and intra-channel 
parallelism while minimizing data gathering time, 
a combination of these two approaches is 
recommended. 

4.1.6 Battery drain attacks 
 
The attackers aim to exhaust the batteries of the 
nodes. There are numerous attacks that can 
increase the energy consumption of smart 
devices, which will exhaust the nodes. It occurs 
when attackers assign priority to a specific node 
that exhausts its battery. Sending data to a 
specific device with a higher priority will make it 
unfair and exhaust its battery [18,23]. Moreover, 
devices' batteries will become weak because of 
the constant pressure from this type of attack. 
Therefore, to reduce power, devices follow a 
sleep routine to conserve power. By keeping the 
device awake, attackers reduce battery life and 
force the node to shut down; this is called a sleep 
deprivation attack [38]. 
 

• Countermeasures 
 

Battery-free technology using ambient radio 
signals could empower IoT devices instead of 
batteries, which can be used for the purpose of 
resolving the battery problem [39]. However, 
these signals are considered weak and have 
limitations. There are various forms of 
cyberattack that target depleting the energy of 
nodes, leading to a quick battery drain in battery-
powered devices. It is possible to conserve the 
energy of the nodes and extend battery life by 
limiting the rate of incoming and outgoing 
requests [8]. 
 
To prevent wireless battery-draining attacks by 
combining power-switching methods with Wi-Fi 
power-saving mechanisms in smart devices, two 
security methods were proposed by [40]. To 
achieve power savings, one method suggested 
extending the waking state and regularly 
switching between wake mode and sleep mode, 
while the second method proposed extending the 
wake mode only when the frame received 
matches a shared secret key. The Wi-Fi power 
switch is used in the event of a battery                     
drain attack to switch off the Wi-Fi functions           
while keeping the rest of the system operational.        
When Wi-Fi is off, the main system stores data in 
memory. When data needs to be transferred                 
to the access point, it turns on and transfers                
it. 
 

A study by [19] suggested that limiting the MAC 
admission control rate will prevent the sensor 
network from responding to excess requests, 
thus preventing energy loss. In addition, Authors 
believe that giving each sensor node a short 
period of time to access the channel and transmit 
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data will reduce the long-term usage of the MAC 
channel. 
 
4.1.7 RFID attacks 
 
RFID plays an important role in IoT technology 
and has been considered one of the significant 
devices used to collect information. Disabling 
RFID tag attacks can disable and block tags 
permanently or temporarily, preventing radio 
signals from traveling between nodes. 
Permanently deactivating RFID tags will result in 
the destruction of these tags by tag removal, tag 
destruction, or a KILL command, while 
temporarily deactivating RFID tags may disrupt 
accurate and effective communication between 
nodes [41].A relay attack is another attack that 
may affect RFID. It uses a man-in-the-middle 
adversary to compromise the system. There is 
an adversarial device that is placed between a 
valid RFID tag and the reader to steal the data. 
Using this device, the legitimate tag and reader 
can intercept and modify radio signals 
[41].Moreover, RFID systems are considered 
vulnerable to cloning attacks. An attacker can 
clone an RFID electronic tag by copying its 
information. The clone tags will have the same 
characteristics as the original ones, which means 
that readers cannot differentiate between the two 
[42]. 
 

• Countermeasures 
 
In general, encryption secures data; however, it 
does not provide enough security when reading 
information from tags, so there should be a 
mechanism to verify a reader's authenticity 
before giving them access to data [15]. [41] 
demonstrated that the RFID communication can 
be encrypted and provide a second form of 
authentication, such as a password, PIN, or 
biometric data, to protect against relay attacks. 
The authors also emphasized the importance of 
the distance between the RFID tag and the 
reader; the shorter the distance, the more difficult 
it would be for the adversary to launch a relay 
attack without detection. Furthermore, by 
identifying the geographic location of each node, 
it would be possible to detect cloned identities 
since no identity should be in two places at once 
[30]. 
 
In [43], authors suggest the use of Advanced 
Encryption Standard (AES) and the Rivest-
Shamir-Adleman (RSA) algorithm to encrypt the 
data on the RFID tag, making it difficult for 
attackers to clone the tag. Also, implementing the 

Message Authentication Code (MAC) using a 
shared secret key between the tag and the 
reader or the server to prevent tag disabling was 
suggested to secure RFID. Additionally, the 
authors in [43] recommend using tamper-proof 
enclosures for RFID tags to physically protect 
them from tampering or destruction.Tag cloning 
threat can be alleviated using tag authentication. 
Blocking threat affects air interface and can be 
minimized if blocking devices are detected early 
so that suitable action can be performed. Several 
advanced solutions have been proposed to 
prevent cloning attacks however, these solutions 
require additional hardware resources, or they 
cannot detect clone tags in time [42]. Therefore, 
a method called adaptable clone detection (ACD) 
proposed by [42], which implement Floyd-
Warshall shortest path algorithm and COTS 
RFID equipment in order display the position of 
abnormal tags in real time.  
 

4.2 Network Layer 
 
The network layer connects the perception layer 
with the application layer over the Internet. Data 
is collected and transmitted from sensor devices 
through different communication protocols such 
as IPv4/IPv6, 6LoWPAN, and RPL. However, 
because of the heterogeneity of the components 
of the network, current protocols cannot be used 
as is [11]. Therefore, IoT security also depends 
on the secure communication protocols that are 
used to ensure that data in transit is confidential, 
reliable, and available to prevent cyberattacks. 
Communication within the IoT is limited to 
machine-to-machine and has a security issue of 
compatibility, which makes it different from the 
internet. Consequently, a transmission system 
should be capable of managing a large number 
of devices without causing data loss. Many 
attackers target this layer by attempting to get 
unauthorized access to IoT systems and 
manipulate them without the user's permission. 
The following are some common security attacks 
that affect the network layer: 
 
4.2.1 Blackhole attack 
 
A blackhole attack is a type of cyberattack that 
can occur on computer networks. The blackhole 
attack uses the routing protocol of the hacked 
node to advertise itself as having the shortest 
route to the target. The attacker creates a 
situation where the hacked node drops all 
packets that should be forwarded, which can 
result in a complete halt of all data traffic [9]. 
When a network is compromised by a blackhole 
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attack, energy is lost, congestion occurs, and 
there is an increase in network overhead, which 
affects the network performance [44,45]. 
 

• Countermeasures 

 
Network Simulator 2.35 and TCL (Tool 
Command Language) can be used to detect and 
prevent malicious nodes in a simple network by 
injecting a malicious node, monitoring node 
behavior using IDS (Intrusion Detection Systems), 
and alerting the base station for removal                   
and preventing Black Hole attacks. However,      
this method increases power consumption                    
[46]. 

 
In [47], a fuzzy logic for trust management was 
suggested, which makes each node responsible 
for maintaining the trust value of its neighbor 
nodes to detect Black Hole attacks. Nodes 
maintain trust values using direct and indirect 
trust mechanisms, and digital signatures with 
RSA for packet integrity was used. In [48], a 
system that uses a first-route reply caching 
mechanism to prevent black hole attacks in the 
network was recommended. The first route reply 
packet that reaches the source node is ignored 
to mitigate the attack, and the protocol shows 
improvements in packet delivery ratio, delay, and 
throughput compared to existing protocols. 

 
A novel system uses a deep learning model 
proposed by [44]. The system includes assigning 
nodes, data collection, detecting attacks, and 
preventing them with optimal path 
communication. Attacks are detected using Bait 
and round-trip time validation, and the data 
attributes are used to train an LSTM model. 
Optimal path selection is carried out using the 
fitness rate-based whale optimization algorithm 
based on energy, distance, delay, and packet 
delivery ratio. 
 

A system that uses the artificial bee colony 
algorithm along with the reverse tracing 
technique was suggested by [49]. Nodes send 
data through their neighbors, and an RREQ 
packet is sent to the neighbor’s node. If the node 
replies, data transmission begins; otherwise, the 
node is marked as a black hole, and the sender 
checks the next node for transmission. Therefore, 
the DoS attack can be prevented. 
 

4.2.2 Sinkhole attacks 
 

Attackers make the hacked node appear 
attractive to nearby nodes. A sinkhole attack is 

described as a destructive attack that 
compromises data integrity and reliability by 
routing packets to the wrong path or dropping 
packets [38]. A hacked node tries to direct traffic 
and packets from other nodes towards itself by 
promoting itself as the shortest path. Then the 
data can be changed. Hacked nodes may modify 
the right routing path during data collection and 
transmission, leading to cause a routing attacks 
[50]. Sinkhole attacks can lead to selective 
forwarding attacks, and, in combination with 
other attacks, sinkhole attacks can cause much 
more serious attacks. The sinkhole attack can 
cause congestion and speed up the energy 
consumption of the node [51]. 
 

• Countermeasures 
 

SVELTE was proposed by [52], which is a real-
time intrusion detection system for IoT networks 
that uses a hybrid approach of signature 
detection and anomaly detection to detect routing 
attacks. It is specifically designed for the new 
routing protocol (6LoWPAN) implementations 
and comes with an integrated mini firewall. The 
SVELTE system is designed to be small enough 
to be deployed on constrained nodes with limited 
energy and memory capacity, which primarily 
rely on signature detection to detect certain types 
of attacks. 
 

The PRDSA (Probe Route-Based Defense 
Sinkhole Attack) approach was proposed by [53] 
to resist sinkhole attacks. The PRDSA approach 
implements the routing mechanism in addition to 
far-sink reverse routing, equal-hop routing, and 
minimum-hop routing with little impact on the 
network lifetime. The PRDSA approach can 
detect and bypass sinkholes, along with 
identifying the attacker's node location at the 
same time. [50] proposed a specification-based 
intrusion detection approach combined with the 
rules of the expert system knowledge base to 
detect sinkhole attacks. These rules are defined 
by users or experts based on thresholds and the 
expected behavior of network components. 
When the behavior inside a network diverges 
from a set of user-defined thresholds and rules, 
attacks are detected. However, this approach 
needs an improvement to the rule so that it can 
be implemented in different environments. 
Another way to avoid sinkholes is to use routing 
protocols that verify the bidirectional reliability of 
a route using end-to-end acknowledgments 
containing latency and quality data [54]. A study 
by [8,30] stated that geo-routing protocols could 
reduce the sinkhole attack. 



 
 
 
 

Khalaifat; Asian J. Res. Com. Sci., vol. 17, no. 4, pp. 1-18, 2024; Article no.AJRCOS.112490 
 
 

 
11 

 

4.2.3 Selective forwarding 
 
The selective forwarding attack is a type of 
blackhole attack called a greyhole attack. 
Attackers compromise single or multiple nodes in 
order to interrupt network data flow and change 
the IP address of the traffic by dropping some 
messages and not forwarding them. So, an 
attacker selects a portion of the information and 
forwards it to the destination; the remaining are 
dropped [30]. Selective attacks can cause 
massive damage to networks in general, and 
especially to IoT networks with low-power IPL 
(Routing Protocol for Low Power and Lossy) 
networks [55]. This type of attack can remain 
undetected for a long time, which can damage a 
network. 
 

• Countermeasures 
 
Many secure routing solutions are too 
computationally heavy for direct application on 
resource-constrained IoT networks. Therefore, a 
lightweight, trust-based defense scheme is 
needed to prevent selective forwarding attacks 
[55]. It consists of three modules: detection, 
notification, and isolation. Based on the received 
data packets, the detection module analyzes the 
trust value of each node, and the notification 
module informs all nodes of the presence of 
malicious nodes. Isolation modules allow children 
of malicious nodes to isolate them and choose 
new parent nodes. The result is a changed 
propagation path for data packets. 
 
AIPDR (AI-based packet drop ratio) is an artificial 
intelligence-based detection technique proposed 
by [56] to mitigate the selective forwarding attack 
that occurs in RPL protocols. Based on the 
packet delivery ratio value of each node and the 
border router node of the nodes, AIPDR will 
detect and eliminate malicious modes from the 
RPL network. However, the proposed approach 
is considered more efficient with a small number 
of network nodes. 
 
Creating disjoint paths between the source and 
destination nodes is a solution proposed by [30] 
to prevent selective forwarding attacks. However, 
Authors believe that creating completely disjoint 
paths network-wide is difficult. Therefore, it is 
possible to dynamically select the paths. In 
addition, selective forwarding attacks can be 
prevented by making sure that the attacker 
cannot distinguish between different types of 
traffic, so that the attacker cannot forward any 
traffic or a certain amount of traffic [30]. However, 

the dynamic selection of the next-hop nodes and 
the localized information further reduce the 
adversary's control over the data flow [54]. 
 
A mechanism consisting of neighbor monitoring, 
attack detection, control packet collection, 
analysis, and new path identification to prevent 
selective forwarding was proposed to prevent 
selective forwarding [57]. The mechanism 
involves monitoring the behavior of neighboring 
nodes in the network to detect and identify the 
node(s) responsible for a selective forwarding 
attack. Then, control packets are used to 
manage and analyze network traffic. Finally, a 
new route is generated. 
 
4.2.4 Denial of service attack (DoS) 
 
The purpose of DoS is to overload the targeted 
machine with redundant requests to slow it down 
or prevent authentic users from using it, in 
addition to making the network unavailable to 
use, which may cause a collision, unfairness, 
exhaustion, and battery drain [38]. DoS attacks 
can deny the availability of data and can 
compromise the confidentiality and privacy of the 
network [5]. An ICMP flood is a DoS attack that 
uses spoofed source addresses to flood the 
target with ICMP echo requests. As a result, 
there will be a high rate of ICMP traffic. 
 
A distributed denial-of-service (DDoS) attack 
occurs when multiple systems overload a target 
system. DDoS attacks use multiple IP addresses 
or machines, often infected with malware, to 
cause devastation. Hello-flood and SYN-flood 
are types of DoS attacks. The Hello flood attack 
involves overloading the channel with useless 
messages, creating high traffic and congestion 
on the channel [51]. While SYN flood attacks are 
designed to consume all resources by 
continuously requesting the connection and 
never completing the connection until all 
resources are exploited. DDoS attacks violate 
the availability, which is one of the essential 
components of IoT security issues, by preventing 
the accessibility of IoT components [58]. 
 

• Countermeasures 
 
Traffic control, link authentication, active firewalls, 
and passive monitoring are all mechanisms that 
will mitigate denial-of-service attacks [8]. 
Furthermore, [28] emphasizes the limitations of 
accessing unused services and open ports, as 
well as how encrypting communication can 
prevent DoS attacks. [59] introduced a graph-
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based outlier detection approach on the Internet 
of Things (GODIT), which detects DoS attacks in 
real time by analyzing each node in the IoT 
network as a graph stream and performing 
efficient data graph processing. As mentioned 
before, [20] suggests using a cross-layer security 
approach not only to detect physical-layer 
jamming attacks but also to detect DoS attacks. 
While [49] proposed a system that uses the 
artificial bee colony algorithm along with reverse 
tracing techniques to detect DoS attacks. 
Furthermore, detection can occur at the border 
router node at an early stage in the application 
layer, ensuring the safety of the network device 
[60]. This method involves two algorithms. An 
algorithm determines whether the source of the 
threat is a confirmed threat, which is called a 
primary-check or suspicious threat, during the 
primary stage, and the validity of the suspicious 
input is validated during the second stage using 
datagram transport layer security (DTLS) as a 
security protocol for securing communication. 
However, their approach works wherever an 
access gateway or firewall acts as a proxy for IoT 
devices. 
 
A Random Forest (RF) was proposed by [23], 
which is a special machine learning method 
based on a couple of Decision Trees (DT) to be 
used to detect DDoS attacks. An artificial neural 
network (ANN) algorithm can be implemented to 
detect DDoS attacks [61]. With this model, TCP, 
UDP, and ICMP DDoS attacks are detected 
using an Artificial Neural Network algorithm 
trained on characteristic patterns that separates 
genuine traffic from DDoS attacks and allows 
only real information packets to flow through the 
network. However, this model is not capable of 
defending against DDoS attacks using encrypted 
packet headers. One method of preventing hello-
flood attacks involves verifying the bidirectionality 
of local links in addition to authentication, which 
verifies the identity of neighborhood nodes[54]. 
 

4.2.5 Sybil attack 
 

The Sybil attack is one of the most dangerous 
routing attacks. The attacker seeks to establish 
fake connections in IoT networks by duplicating 
the identities of fake IoT nodes or fake sensors to 
impede network performance and undermine 
fault tolerance schemes. Honest IoT nodes are 
unable to distinguish valid connections from 
invalid ones. It may be possible for attackers to 
generate false reports and spam users with 
messages that may compromise their privacy 
[62]. The main purpose of a Sybil attack is to fill 

the memory of a neighboring node with useless 
information from non-existent neighbors [19]. 
Most Sybil attacks occur in a peer-to-peer 
network that affects performance, resource 
utilization, and data integrity [7]. This attack may 
reduce the effectiveness of fault tolerance 
schemes [51]. 

 
• Countermeasures 

 
An authentication method, such as the SPIN 
algorithm, can be used to prevent Sybil attacks 
because identity fraud is at the core of this attack 
[19]. It is possible to detect suspicious Sybil 
users in the early stages using cryptographic 
schemes such as event signatures and 
authentication of identities. 

 
Another solution was to use a Needham-
Schroder protocol to verify the keys between 
nodes and a base station [54]. Neighboring 
nodes with keys establish an encrypted link. 
Therefore, limits on neighboring connections 
prevent insider attacks. Compromised nodes can 
only communicate with verified neighbors, 
restricting unauthorized access. Adversaries 
cannot eavesdrop on or modify communications 
despite creating artificial links, which will prevent 
Sybil attacks. 

 
There are different types of Sybil defense 
schemes suggested, like social graph-based 
Sybil detection (SGSD), which enables a 
legitimate node to detect Sybil nodes using social 
graphs by traversing the graph in random walks 
or using community detection algorithms. While 
behavior classification-based Sybil defense 
(BCSD) enables Sybil users to be determined by 
analyzing their activities on the network and 
subsequently identifying users with a specific 
pattern of behavior on the network [62].  

 
4.2.6 Wormhole attack 

 
In this attack, a hacker relocates a piece of data 
on the network from where it was originally 
located. In this case, the data packets are 
relocated via a link of low latency [51]. The 
attacker, who is located at a distance from the 
target, uses out-of-bound channels to understate 
the distance between the two malicious nodes 
[54]. Wormholes can be implemented to exploit 
routing race conditions, which cause a malicious 
node to influence the topology by causing a node 
to receive routing information before it would 
normally reach them through multi-hop routing. 
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• Countermeasures 
 
A wormhole is difficult to detect because it uses 
an out-of-band channel that remains 
undetectable to the underlying sensor network. 
However, many defenses are given to prevent 
wormhole attacks. A packet leash that uses a 
specific protocol called TIK that implements 
leashes was introduced as a general defense 
mechanism against wormhole attacks [63]. 
Authorizations and monitoring redundancy may 
reduce wormhole attacks [8]. While in [30], it is 
recommended to use separate link-layer keys for 
each segment of the network. As a result, there 
will be no communication between nodes in 
different segments, which can counteract the 
wormhole attack. In their paper another solution 
was implementing geographic routing protocols, 
which are resistant to wormhole attacks because 
of to pologies on demand by interacting locally 
and relying on local information without requiring 
a base station to initiate them [54]. 
 

4.3 Application Layer 
 
The application layer defines all applications that 
utilize IoT technology. Through the application 
layer, users can interact with all connected 
devices in everyday life. So, it is responsible for 
providing application-specific services to users 
by processing the received data collected from 
the sensors. However, the application layer 
suffers from different threats and vulnerabilities 
from the inside and outside due to the lack of 
specific security software, which leads attackers 
to steal data. Attacks on the application layer can 
be performed by exploiting vulnerabilities in the 
operating system or system software [13]. It is an 
attack against software resources that takes the 
devices to an exhaustion state. The following are 
some common security attacks that affect the 
application layer: 
 
4.3.1 Cross-site scripting (XSS) 
 
It is a form of injection. It gives the attacker the 
ability to send malicious client-side scripts from a 
trusted web application. Therefore, an attacker 
can manipulate the application's content, the 
system will be controlled by attackers, and the 
data will be used in an illegal manner [15]. 
 

• Countermeasures 
 
Detecting XSS attacks is one of the most 
important aspects of preventing them. The two 
most common types of XSS attack detection 

techniques are static and dynamic [64]. In static 
detection, the program's source code is 
examined to detect potential XSS vulnerabilities. 
A dynamic detection method based on simulating 
browser behavior, and also develop a headless 
browser-based web crawler to find hidden XSS 
injection points in pages by interpreting 
JavaScript code and retrieving Ajax content while 
considering complex scripts on web pages. 
Another dynamic method called Concolic Test 
can be used to detect XSS attacks [65]. This 
method applies machine learning algorithms to 
improve efficiency in detecting XSS 
vulnerabilities by determining dependencies and 
vectors; attacks could be executed automatically, 
dynamically detecting XSS vulnerabilities in 
applications. 
 
4.3.2 Malicious code attack 
 
The attacker embeds malicious code within 
designed software that damages and causes 
undesired effects. The main goal of this attack is 
to breach the confidentiality of the system and 
get the system infected, which enables the 
attacker to exploit the layer that vulnerable to 
start the attack [51]. Moreover, IoT applications 
will be affected by viruses and worms with 
malicious self-propagation attacks that can 
obtain or modify private data [38]. 
 

• Countermeasures 
 
Safe programming and anti-virus software are 
the most important methods that can be used 
against malicious code attacks [8,51]. However, 
the nature of IoT devices is small and mobile, 
and have many limitations. As a result, installing 
a dynamic security patch might be very difficult, 
as the operating system or protocol stack may 
not support updated code and libraries. Secure 
boot mechanism, where only trusted programs 
are allowed to run on the device [28]. 
 
4.3.3 Mass data 
 
Mass data is generated when a system lacks the 
capability to process data according to 
requirements due to the large number and 
volume of devices being used. Consequently, 
networks are disrupted and data is lost, and this 
will have a big impact on the availability of 
services [15]. In the network, there are no large 
number of network nodes that process a lot of 
data. As a consequence, some data can be lost 
during communication, which affects network 
efficiency [12]. However, due to the limited ability 
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of the target system to handle large packets, 
attackers sometimes try to send a large ping 
packet to destroy the target system [32]. 
 

• Countermeasures 
 
Usually, large amounts of data are collected from 
different environments. This will lead to 
disruption of the network, which will affect the 
availability of data and services. A novel data 
compression algorithm [lossy data compression 
algorithm (LCA) and lossless data compression 
algorithm (NLCA)] was proposed to handle mass 
data problems [66]. The author of [32] believes in 
the requirement of a multi-layered approach that 
focuses on both device security and network 
security to prevent mass data attacks. 

 
4.3.4 Sniffer 

 
A hacker can install sniffer programs on the 
system in order to collect data from network 
traffic. The primary purpose of sniffer programs is 
to steal passwords, emails, and files to 
manipulate them to gain illegal access and 
violate the privacy of users. Several protocols are 
vulnerable to sniffer programs, which enable the 
attacker to control the applications [38,51]. A lack 
of appropriate protection and                       
different applications that have different 
authentication mechanisms will result in 
difficulties for the privacy of the user since 
sensitive data can be accessed by many 
unauthorized users. 

 
• Countermeasures 

 
Data encryption mechanisms and resource 
access control to prevent privacy leakage are 
suggested as countermeasures to sniffer attacks 
[12,51]. However, to ensure that only authorized 
persons can access data, it is recommended to 
implement an encryption mechanism in addition 
to a two-step verification process. Furthermore, 
the system must be able to detect any attempts 
to tamper with data through the use of the 
checksum and cyclic redundancy check [12]. 
Another thought by [10] to reduce the possibility 
of facing sniffer attacks is that users must be 
taught how to use complex passwords and 
implement access control mechanisms. 

 
4.3.5 Buffer overflow attacks 

 
Software security is greatly compromised by 
buffer overflows. When developers are writing 

non-standard code in software, buffer overflow 
vulnerabilities may occur, which could be 
exploited by hackers to their benefit [12]. 
Additionally, when a buffer overflow occurs, the 
system will crash, incorrect results will be 
generated, and memory access errors will occur. 
In addition, buffer overflows give attackers the 
ability to control the execution flow of the 
vulnerable program or overwrite its memory. 
Consequently, the path can be diverted, private 
information can be exposed, and damaged files 
can be compromised [67]. 
 

• Countermeasures 
 

A buffer overflow detection hardware design that 
is architecturally enhanced was proposed by [67]. 
It includes instruction monitoring and verification 
for tracing program execution behavior. Secure 
tag validation is another feature that monitors the 
attributes of every memory segment. In their 
proposed technique, authors claim that it can 
detect a wide variety of buffer overflow attacks 
and that it can be implemented with low 
performance penalties and minimal overhead. 
DisARM, a new anti-buffer overflow defense 
method proposed by [68], prevents both code-
injection and reuse-based buffer overflow attacks 
by preventing attackers from manipulating a 
function's return address. 
 
4.3.6 Phishing 
 
It is one of the main threats that causes data 
violations. Through fraudulent attempts, an 
attacker attempts to steal a user's credentials. So, 
attackers can bypass the IoT devices’ traffic to 
gather and use sensitive information about their 
intended targets [38]. Various communication 
channels are used in phishing attacks, including 
email, websites, instant messages, and mobile 
applications. The increasing sophistication of 
phishing techniques is causing the phishing 
phenomenon to increase and intensify [28]. 
 

• Countermeasures 
 

To detect phishing attacks, several tools have 
been developed. Netcraft, AntiPhishing, and 
LinkExtend have all been developed as tools to 
detect phishing attacks [28]. Tools like this are 
installed as extensions in web browsers. These 
tools, however, cannot be used appropriately on 
IoT devices to detect phishing attacks since 
many IoT devices are controlled by smartphone 
apps through Bluetooth rather than a web 
interface. Therefore, a STRIDE threat modeling 
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approach was proposed to identify and mitigate 
the cyber threats that can cause phishing      
attacks. Moreover, a proper authentication and 
access control mechanism must be implemented 
to prevent the illegal user from entering                        
the system and taking control of the devices               
that gather and collect sensitive information                    
[38]. 

 
5. CONCLUSIONS 
 
In conclusion, this study has provided a 
comprehensive overview of the security issues 
and countermeasures associated with IoT 
architecture. As the Internet of Things continues 
to transform many industries, it is crucial to 
address the security challenges that appear in 
IoT systems. By understanding these challenges 
and implementing effective countermeasures 
integrity, confidentiality, and availability of IoT 
systems can be achieved, which promoting a 
secure and trustworthy IoT ecosystem. Moreover, 
the study has highlighted the importance of 
viewing IoT architecture as a holistic entity, 
where security should be considered as a chain. 
The weakest link in the architecture can 
compromise the overall security of the system. 
By identifying and analyzing the security issues 
at various layers of the IoT architecture, this 
study emphasized on the vulnerabilities and 
potential threats that can breach the security of 
IoT systems and explored a range of 
countermeasures that can be employed to 
mitigate these security risks effectively.                     
The findings of this research contribute to 
enhancing the knowledge and understanding of 
IoT architecture security among researchers, 
practitioners, and stackholder which lead to 
protect IoT devices, networks, and data                    
from potential attacks and breaches. However, it 
is important to note that the IoT landscape is 
continuously growing, and new security 
challenges may emerge over time. Therefore, 
this study serves as a foundation for                     
further exploration and innovation in the field of                      
IoT security. Future studies can be build to 
explore deeper into specific security issues, 
refine existing countermeasures, and explore 
emerging technologies and strategies                    
for ensuring the long-term security of IoT                 
systems. 
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